kLL

WEST SHORE BANK

WSB Touch

Two-Factor
Authentication (2FA)

User Guide




Contents

1Y T o 11 L= obtq o 1T =T ol S 3
Add A New Authentication IMEhOM ........coiiiiiiie e e s e esreen e 3
VOICE OF TEXE IMESSAZE SETUP ..vvvvuruiiiiiiiiiiitiiitiiitit ettt et saabsbsbssstsbassbsbssssssssssssssssss s ssssssbssstssssnsesnsannsnnn 4
FANU o [T YA Lot o gAY o] B Y=Y (U o SR UUUUTN 5
MaNAGE VErified IMETNOUS.....eeiii it e e e e e e e e e ettt e e e e e e e e e e aaaaeeeaaeseasataaseaeeeeassssaaaeaaeseaansaaaeaaans 6

(0 o] [T Y=l oot o 1T =T ol SRS 7
Add A New Authentication IMEhOM ........couiiiiiie et sreen e 7
VOICE OF TEXE IMESSAZE SETUP ..vvvvuuiiiiuiuiiiititiiiiiiiititiai bbbttt abatabaaabsbabsestsbss b sbsbssssss s ssssss s ssssssssssssbssssssssnsssnsasnsnnn 8
F XU V=T o A Tor= Y o Yol Y T o T =] AU |« SRR 9
Y Y oY e{cIV A=Y g1 T=To IV 114 oo Yo LU PUPT 10

N LA A U= g o (oY= =] o Lol S PP PTPPPPPTPUPRPPPPPPRt 11
ALt NOTITICATION ..ttt st st st s bt et et e et s e e s b e e s b e e reenesanesanesmeesreenreenneennens 12

2|Page

WSB Touch 2FA User Guide



Mobile Experience

Add A New Authentication Method

ka

WEST SHORE BANK

e

[J8 Dashboard

Acco
B9 Messages
G
[8 Accounts x4
2 Transfers Sa
x84
&, Deposit checks
Br
{ o [ S x13
@ Settings
Click here to acce S [i
'51.‘,. Switch users Security settings x9
<] Signout

Mary Mrozinski
mbmrozinski

>

ull ATRT 2 3:54 PM

< Settings Security

Login options
g Change username
Change password

n Change passcode

Click here to manage s
[ﬁ@\ Touch ID  2-step verification L D

methods
Verification options
@ 2-step verification

Enabled for phone and authenticator
app verification

all ATRT 2 3:54 PM

= Settings

@ Mary Mrozinski Click here .t9 aclcess
i 2-step verification
mbmrozinski

Accounts

JL West Shore Bank

External transfers

all ATRT = 3:53 PM

{ Back 2-step verification

Select the "Set Up”
link for the method

Add another method Yoy wish to add

@ Authy

Use the Authy app to generate a unique code
to authenticate your account

Set up

[<]  voice or text message
Verification codes are sent to your phone

Set up

Q Authenticator app

Using a different authenticator app? We
support any authenticator app using manual
code entry

Set up
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Voice or Text Message Setup

all AT&T =

Cancel Verification

Login for mbmrozinski

Password Enter password

For additional security you'll be prompted to enter
your password when adding a new authentication
method. Enter password and click submit.

ull ATRT &

£ Voice or text message Cancel

We sent a text message with a verification

code to 2318711690. This code will expire

after 5 minutes. Never share this code with
anyone.

Resend code \

Enter code received
and then click verify

WSB Touch 2FA User Guide

all AT&T &

Voice or text message Cancel

Provide a phone number that we have on
file. On sign in, this number will be used to
contact you with a unique verification code

to confirm it's you.
Enter Phone

Number
Country Phone
+1 (231) 871-1690
US/Canada

How do you want to get codes?

° Text message

/ O Phone call

Select either text

or phone call to Next
receive code \Click to

continue

Need help?

wll AT&T 2

Voice or text message

You're all set!

Your 2-step verification was setup
successfully

From now on, when prompted for a
verification code upon sign in you can
receive that code from a (phone call
or text message) to this phone
number.

Done
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Authenticator App Setup

all AT&T T

Cancel Verification

Login for mbmrozinski

Password Enter password

For additional security you'll be prompted to enter
your password when adding a new authentication
method. Enter password and click submit.

Wl ATRT 2 11:47 AM

{ Back Authenticator app Cancel

In your Google app, add a new account and

copy the code below to setup your account.
Paste the verification code you receive from
the authenticator app below to complete the
setup.

0OJJU OZZV LJXE C6T2 HBTD
AJJR LINX EVZQ NVKG 2KCS
FF5G 6JRQ MV3Q

Copy code

Copy code and
paste it into the
downloaded app.

/

Enter verification
code from app and

click Verify. Need help?

WSB Touch 2FA User Guide

all ATET = 11:46 AM

Authenticator app Cancel

Download a free authenticator app and
enter a nickname to enroll it.

Name the app, for example if downloading the
Google Authenticator app, name it "Google".
Then Click Next.

all AT&T = 11:48 AM

Authenticator app

You're all set!

Your 2-step verification was setup
successfully

From now on, you'll use an
authenticator app to sign in to your
account.

Done
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Manage Verified Methods

Navigate to 2-step Verification by:
1. Logging into mobile banking
Click the three bars in the top left corner to open the menu
At the bottom of the menu select the arrow next to your name
Then click Settings > Security
Select 2-step verification

ukwnN

oll AT&T = 3:53 PM

{ Back 2-step verification

Verified method

[<]  Voice or text message
1. To remove a verified method click the

***¥%%0 507 Primary Remove link.

Verification codes are sent by text message

1
Remove
2. To change which method is primary click the

Set as primary link.

Q Authenticator app

Google

Verification codes are sent to your
authenticator app

Remove1 Set as primary 2

Add another method

@ Avithag
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Online Experience

Add A New Authentication Method

N 23 & 0 8B

[«

nw = @ 0

[

©)

Dashboard
Messages
Accounts
Payments
Transfers
Remote deposits

Support

Click on the arrow next
to your name and then
click settings.

83 Settings

€] Signout

Settings

Dashboard

GENERAL
Messages

Profile
Accounts Security
Payments User alerts

Travel notices
Transfers

User agreement
Remate deposits

Support ACCOUNTS

Ji West Shore Bank

External transfers

< Add account

Mal
inatituticn.
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transfers from anather

e
Transfer Pay a person [r—

Transactions Q

MEIJER # 236 LOG: WILLIAMSBURG MI
Pending Jun 23, Checking

CULVERS OF TRAVERSE CI LOC: TRAVERSE CI $6.19
Pending  Jun 29, Ashlee Checking

NEW CHINA FAIR LOC: TRAVERSE CITYMI $49.41
Pending Jun 29, Cheoking

BILL PAID-GHASE MASTERGARD AND VISA CONF £322

Jun 28, Checking

DBT CRD 1322 DS1RBAS4 ARPLE.COM/BILL 8667127753 CA .. §2.99

Jun 28, Ghecking

See more

Payments
Pay a bill Pay a person Manage Payments

./ Chase Freedom Card x9182
Fai Jun 20

./ Chase Freedom Card x9182
Paid an

«/ Village of Kingsley x6510
Paid Jun 10

./ DTEENergy x2907
Faid Juna

./ Charter Communications x5324

Paid Juna

See more

Deposit checks s

o/ Checking (x4725)

Acospted

an 22

/ Checking (x4725)
Acoepted Mar 16

~ Checking (47751

Transfers

-
2 Make a tanster
Scheduled transfers.

$200.00 to Checking
Every twe weeks on Friday, from Ashlee Checking

See more

~3
% © WSB's Riythm & Dunes 2021
“h. %, Saturday, July 24 | Beach Party
7 N‘-J Saturday, July 31| 80's Retro
3 .
E

Food vendors - SPM | Music - 6PM

RhythmaDunes.com

Accept Online Payments

Send an Invoice. Accept Payments Now

card management
Ashles Chesking
Checking

unecking

WEST SHORE BANK

% Bl ®

call Message Info

Under Settings Click Security then click Edit

settings under Two-factor

Security

Usemame

mbmrozinski - Edit

Password
Edit

Connected apps

External app and website permissions that can access your sccount

Two-factor authentication

@  Enabled for phone and authenticator spp

Edit settings -#

Recently used devices

Check when and where specific devices have accessed your account.

=]

Chromium on Windows (

This device

authentication.

Manage »
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ik s

2-step verification
M2 Dashboard
1 Messages Verified methods
B Accounts [ voice or text message
[f] Payments 59“__‘ S
2 Transfers i
&, Remote deposits 0 Google
. i i Verification codes are sent to your aut
@ support Click the "Set up" link for the Remove  Setas primary
new method you wish to add. Add another method
[2 Wvoice or text message
@ Authy

Setup

O Authenticator app
Using a differen authenticator app? We support any authenticator app using either OR code scan or manwal code
e

Setup

Voice or Text Message Setup

Let's set up your phone

Provide a phone number that we have on file. On sign in, this number will
be used 10 contact you with a unigue verification code to confirm it's
you. Message and data rates may apply.

~ Country — — Phone

+1 ‘ (231) B71-1690

US/Canads

Enter phoneHowdoyouwantm get codes?
number, SE|ect o Text message
either textor O Pronecal

phone call and =N

click Next.

Confirm phone number

We will be sending you a text message shortly at ++++++1690
with your verification code. This code will expire after 5
minutes.

Verification code
Enter code
received and

click Verify.

Resend code

You're all set!

From now on, when prompted for a verification
code upon sign in you can receive that code
from a text message to this phone number.

WSB Touch 2FA User Guide 8|Page




Authenticator App Setup

Use an authenticator app

Download a free authenticator app and enter & nickname to enrcll it

Nickname

Name the app, for example if downloading the Google
Authenticator app, name it "Google". Then click Next.

Use an authenticator app

Download a free authenticator app, 2dd a new account, and then scan this QR code to set up your
account:

You're all set!

From now on, you'll use an authenticator app to sign in
to your account.

m\

or enter the code manually

KOWDGETKMLNHTUX S M0VXUGRREINDUKURYLZETOMLCNZIWOMZXNRTA
From your downloaded app either scan the QR code

or manually enter the code above.

‘ Verification code ‘

Verify

Then enter the code generated in your app and click veri

WSB Touch 2FA User Guide 9|Page



Manage Verified Methods

Navigate to 2-step Verification by:
1. Logging into online banking

At the bottom of the menu select the arrow next to your name

2
3. Then click Settings > Security
4

Under “Two-factor authentication” click on Edit settings

< Back

2-step verification

Verified methods

[] Voice or text message

""" 2697 Primary
Verification codes are sent by text message

Remove 1

O Google
Verification codes are sent to your authenticator app

Re'n-:-f'e1 Setas |:rirr'~=.r',-'2

Add another method

[ Voice or text message

Verification codes are sent by text message

Setup

@ Authy

Use the Authy app to generate a unigue code to authenticate your account. Available for i05, Android, and
desktop.

Setup

0 Authenticator app
Using a different authenticator app? We support any authenticator app using either OR code scan or manual code
entry.

Setup

WSB Touch 2FA User Guide

1. To remove a verified method click
the Remove link.

2. To change which method is
primary click the Set as primary link.
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New User Experience

Select Get Started

Choose your verification method

Complete the screens as directed per method chosen
. Verify with received code

. o
@ | Choose your verification method
| .
Protect your account with 2-step ‘ , ]
| Veriﬂcation | El Voice or text message

erification codes are sent to your phone.

@ Authy

Use the Authy app to generate a unique cod =
~
==

&
®

1o authenticate your account. Available for
i05, Android

Download Authy asiipe

Enter your pasaword and a unique verification code. | and desktop_

=n if someone &
cugh to sign ir

your password, it wont be
coount.

Q Authenticator app
Using a different authenticator app? We
support using any authenticator app using
either a QR code scan or manual code entry.

. W s

<
<
1 . Use an authenticator 3| !
y Let's set up your phone PP | Get codes from the Authy app
nt, and then scan this QR code to set up your
1 Provide a phone number that we have on file. On sign in, this 1 Provide an email and phone number we have on file. Authy is

number will be used to contact you with a unique verification
code to confirm it's you. Message and data rates may apply.

supported for i0S, Android, and desktop. We will only use this
information for account security.

— Country — I =
+1 Phone ; | &
I Email !
US/Canada - b -
L] or enter the code manually e
How do you want to get codes? ]  Country— [
B PUXIIZFOFJDS220LNZEMVAFPIRTASCNMIFHWYTVIVYHMORKMJIYQ | B
() Textmessage ! 1 Phone -
(O Phone call US/Canada

Verification code

Meed help?
Meed help?
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Alert Notification

Email notifications will automatically be sent alerting you when a new two-factor authentication
has been enabled and removed. If you did not add or remove a method and you receive such
notification please reach out to our customer care team at (888) 295-4373 or
customercare@westshorebank.com. Sample notifications are shown below:

lLL

WEST SHORE BANK

Hi there,
Two-factor authentication has been
successfully enabled for your account.

@

If you made this change, then you're all setl If you did not
enable two-factor authentication, please call (668) 295-
4373 immediately.

kxk

WEST SHORE BANK

Hi there,

Sign in verification has been turned off for
+12313132697. Your phone number was
removed from your account.

@

If you don't recognize this activity, please call (888) 295-
4373 immediately to resolve this issue.

West Shore Bank
customercare@wesishorebank.com | Privacy Policy
(888) 295-4373
201 W Loomis St, Ludington, MI

WSB Touch 2FA User Guide

West Shore Bank

customercare@westshorebank.com | Privacy Policy
(858) 2054373
201 W Loomis St, Ludington, M|
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