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2020 Situation Report
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The first ransomware was called AIDS

ÅIt came out in 1989 and was distributed on floppy disk and installed in 

the DOS AUTEXEC.BAT file

ÅAfter 90 reboots, it encrypted the names of the files on the hard disk. 

The ransom was $189 mailed to a PO Box in Panama

ÅThe author was a doctor and biologist working on AIDS research. 

When arrested, he said any proceeds were going to help AIDS 

research

The First Ransomware
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The ransomware game changed in late 2019

ÅMaze, DoppelPaymer, REvil and others 

now exfiltrate data and expose it if 

organizations do not pay the ransom

ÅThis changes how you need to protect 

yourself against ransomware

ÅEven if you recover the files, you are 

looking at a breach due to the exfiltration

The New Normal in Ransomware


